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KnrouyeBble 0cOOeHHOCTU

lMponssoaunTens ‘ Pycerenetex, Poccus

OCTOK Poccuu:

Bo3amoxxHoCTU cepTundmkanmm
00 2-ro ypoBHS KOHTpons otcyTcTBus HOB BknountensHo

PyCihsTENETEX

TexHun4yeckue XapaKTepnucTtukKkun

- 24 x 10G Base-X/(SFP+)/1000Base-X (SFP)
Hucxogdwme nHtepdencol unm
- 48 x 10G Base-X/(SFP+)/1000Base-X (SFP)

OnTuyeckne TpaHCUBEPDI SFP/SFP+

960 Gbps, Wirespeed
Mpon3BoaMTENBLHOCTL KOMMYyTaToOpa | Unu
1,28 Thbps, Wirespeed

lMocTosiHHOE 3anomMuHatoLLee
. 32/64 M6
YCTPONCTBO

OnepatnBHasa NamAaTb 256 M6

- RJ-45 Console Port

UHTepdelicbl ynpaBneHus
- RJ-45 OOB Management Port

- Reset (xonogHas nepesarpyska, c6poc 40 3aBOACKMX HACTPOEK)
KHonku ynpaeneHus
- BkrtoueHne nutaHus

- Link/Act, Speed

- CocTosiHMe cucTembl
WHaukaTopbl
- MHankaTop nuTtaHus

- BeHTnnartopsbl




KommyTatop Pycsrenetex cepumn PTT-A410. OnucaHue

1+1 PSU Redundancy

MopoepxmnBaetcs

HanpspkeHne nutaHmns

~90-260 B, 50-60 'y

MoTpebnsemas MOLHOCTb

320 Bt. Pe3epBHbIN GNOK NUTaHNS C NOAAEPXKKOMN «ropsiden» 3aMeHbl

NHTepBan pabounx Temnepartyp

OTHocuTenbHas BNaXkHOCTb

ot 0 po +45 °C

oT 5 0o 95%

®yYHKUMOHAlNbHbIe XapaKTepPUCTUKN

®yHKUUM NOPTOB

Head of Line (HOL) Blocking

Prevention

3awmra ot 6]'IOKVIpOBKVI HECKOJ1IbKMX NOTOKOB Ha O4HOM MNMopTy

Flow Control Support (IEEE802.3X)

ynpaBneHme NOTOKOM B NOJTHOM AYyNJIEKCHOM pexume and

npenorBpalleHnd notepn naketos

Jumbo Frame

MonHodyHKLUMOHaNbHast Noaaep)kka CBepPXASIMHHBLIX NaKeToB

pasvepom o 9 Kbant

Optical Transceiver Analysis

I'IpOBepKa NOAKIMKYEHHOro ONTUYECKOro TpaHcMeepa: HanpsaxXeHue,
cuna ToKa, BXogHasA 1 BbIXOAHaA MOLWHOCTb, TeMnepartypa, notepa

curHana, otkasbl TpaHcmBepa

Manual Port Control and

Identification

Py‘-IHaﬂ HaCTpOVIKa noprta: CUMBOJ1IbHOE onncaHue, CTaTtyc,

napameTpbl 1 gp.

Port Profiles

I'Iop,/:l,epx(l(a MaKpOCOB, T.€. COXpaHEHHbIX Ha60pOB KOHCOJ1bHbIX

KOMaHA, cogepXxallinx KOchmrypau,mo nopta

Port Mirroring

Mopoepkka NonHoro 3epkanupoBaHus (oyonuposaHus) Tpaduka
NnopToOB AN aHanusa u MoHUTopuHra. lNogaepxuBaeTcs

3epkanupoBaHue 4o 8 NopToB Ha 1 KOHTPONMPYIOLLMIA NOPT

VLAN Mirroring

3epkanupoBaHue cetenn VLAN

Protected Ports

M3onsaumna nHtepencos gpyr ot gpyra Ha 2-ceTeBOM ypOBHE

DyH

KUuuu ynpaBrieHUA ® MOHUTOPUHra

CLI

Mopoepxka nHTepderca KoMaHaHOW CTPOKU

10/100/1000 Mgmt Ports

HacTpolika ynpaBneHunsa yepes norib3oBaTtesibckue nopTbl

Web -Server

BcTtpoeHHbin Web-cepsep aonsa gocrtyna k HacTpowvikam yepes Web-

nHTepdenc. NMoaaepxmBaeTcsa 40 5 0OAHOBPEMEHHbIX CECCUI

Multi-Session Telnet

Moponepxka oo 5 ogHoBpeMeHHbIX Telnet-ceccun, Bknodas 4oCTyn
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Yyepes KOHCOIb

Switch Users

Moponepxka oo 15 ypoBHen npuBmunernii ang AocTyna K KOMMyTaTopy

Management ACL Mononepxka oo 128 cneyunanuanpoBaHHbix ACL Ang HacTpowmkm
npasun JocTyna K ynpaBneHuto

TFTP 3anucb 1 YTeHne annoB HaCTPONKM 1 obpasa NporpaMMHOro
obecneveHus no npotokony TFTP

SNMP MOHUTOPWHT 1 ynpaBrieHne KOMMyTaTopoM no npotokony SNMP (v1,
v2, v3). NogoepxuBaetcsa oo 8 cooblecTs

Syslog Pernctpaumnsa cobbiTuii 1 OLIMBOK Ha BHELLHUX CEpBEpax.
MopaepxnBaetcs ao 8 Syslog-cepeepos

SNTP CrHXpOHM3auusa CUCTEMHOTO BpeMeHu no npotokony SNTP.
MoppepxuBaetca go 4 SNTP-cepsepos

ICMP Mepenayn ICMP-coobLyeHnit 06 owmnbkax n gpyrux
WCKITIOYNUTENBHBIX CUTYaLNAX

Traceroute OnpepeneHve mapLIpyTOB nepefayn faHHbix B IP-ceTsix

Monitoring C6op cTatucTrkK No: nHTepdericam, TMNnam NakeTos

RMON Mopoepxka yganeHHoOro MOHUTOpuHra Ha ocHose RMON

CPU utilization mechanism

KoHTponb 3arpysku LeHTpanbHoro npoueccopa

Power Supply Status

MOHVITOpVIHI' COCTOSIHMSA Bnoka nNuTaHus KOMMYyTaTtopa

Fan Status MOHUTOPUHT COCTOSHNSI BEHTUNSTOPOB
Temperature MOHUTOPUHT TemnepaTypbl
MAC-appecauusi
MAC Table Tannua MAC-agpecoB pasmepHocTbio o 32K 3anucen

MAC Learning

ABTOMaTM4yeckoe «obyyeHne» — popmmupoBaHme Tabnuusl MAC-

afpecos

VLAN-Aware MAC-based Switching

KommyTauwms naketos Ha ocHoBe MAC-afpeca ¢ y4eTom
npuHaanexHoctn k cetn VLAN. MNopaepxka otaensHon 6asbl
OaHHbIX nepecbinkn (Forwarding Data Base, FDB) ansa kaxgon cetn
VLAN

MAC Address Aging

AsTomaTnyeckoe yaaneHne MAC-agpecoB, He akTUBHbIX B TeYeHue
3a[1laHHOro BpeMeHu, Ans npegoTBpalleHns nepenonHeHms Tabnmubl

nepechbInKku
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Static MAC Entries

Py4dHown (cTtatnyeckun) Beog B Tabnmuy nepecbinku MAC-aapecos,

HE «yCTapeBalownx» N He yaanarLlnxcd nocne nepe3arpy3kui

BupTtyanbHble nokanbHble cetu VLAN

VLAN Support

Mopaepxka oo 4096 BMpTyanbHbIX nokanbHbIX ceten VLAN

Default VLAN Cetb VLAN, cyllecTByoLas B KOMMyTaTtope No yMOn4aHuio npu
ntobbIX HACTpoKKax
GVRP Mopaepxka npotokona GVRP ans guHammuyeckoro cosgaHusi ceten

VLAN

Port Based VLAN

Pacnpenenenue no rpynnam VLAN Ha ocHoBe nopTtos

Protocol Based VLANs

VLAN no npu3Haky npotokona L2, ona nsonaumm Tpaduka ot

ypoBHa L3. Nogaepxusaercsa oo 8 Takux ceten

IPv4 Subnet-Based VLANs

TpaHcnsaumsa (mapping) Tpaduka B cetb VLAN Ha ocHoBe noaceTu

IP-apgpeca ncrovHuka

MAC-Based VLANs

TpaHcnsaumsa (mapping) Tpaduka B cetb VLAN Ha ocHoBe MAC-

agpeca NCTOYHUKa

Q-in-Q, Selective Q-in-Q

Moppepxka BnoxeHHbIx ceten VLAN (ctangapt IEEE 802.1Q , IEEE
802.1ad)

MHoroagpecHas nepegaya ypoBHs L2 (Multicast)

Multicast Bridging Mode

Moaaepkka pasnnyHbIX PEXUMOB Nepecbinikv B 6azax FDB,

Hes3asucumo ansa IPv4 u IPv6

Static Multicast Groups

Py‘-IHaﬂ HaCTpOVIKa Tabnuy, rpynnoBbIiX agpecos, Koraa He

nopaepxwusaerca IGMP. Nogaepxusaetca oo 4K rpynn

IGMP Snooping

lpynnosas nepegadva Ha ocHoBe aHanu3a IGMP-nakeTtos.

Mopoepxka IGMP v1, v2, v3

MLD Snooping

Ipynnosas nepegadva Ha ocHoBe aHanu3a MLD-nakeToB B ceTsix

IPv6. Nopaepxka MLD v1, v2

Flooding of Unregistered Multicast

Frames

HacTtpoiika paboTbl ¢ nakeTaMmu, KOTopble NpuHagnexar

He3aperncTpMpoBaHHbIM rpynnaM MHOroaApPECHOWN PacChInKu

IGMP Querier

Pabota B pexxume Querier B OTCyTCTBMM B ceTu multicast-

MapLupyTusaTopa

Spanning Tree

Per-device Spanning Tree

Moppepxka npotokona STP ans noctpoeHns opeBoBMOHOM

Tononorun cetu (802.1d)
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Rapid Spanning Tree

Mopaepxka "obicTporo” npotokona STP (IEEE802.1w)

Multiple Spanning Tree

Monnepxka npotokona MSTP (IEEE802.1s) ans npusasku ceten

VLAN Kk arneMeHTam B OpeBOBUAHON Tononoruu (ao 16 anemeHToB)

STP Root Guard

3awuTta oT Ha3Ha4YeHWs1 HeCaHKLMOHMPOBAHHOIO YCTPOWCTBA Ha porb

«KOPHEBOIO 3rieMeHTa» ,ElpeBOBMJJ,HOVI TOMOMornm cetTn

BPDU Filtering

dunetpauyuna BPDU-gaHHbIX ansa pasgeneHus "aepeBbeB” aByx

noaceten

STP BPDU Guard

ABTOMAaTNYECKOE OTKIOYEHME nopTta npu nony4yeHnn coobLeHus

BPDU gnsa 3awmTtbl OT HENpaBuibHOM KOHGUIypaunumn cetu

ArpermpoBaHue kaHanoB (Link Aggregation)

Link Aggregation Groups

Mopoaepxka arpernpoBaHnsa HECKOIbKUX (PMU3NYECKMX KaHamoB B
oguH nornveckmi. O6beanHeHe 4O 8 NOPTOB B OAMH KaHan,

nogaepxusaetca 0o 32 o6beanHEHHbIX KaHanos

LACP

Monnepxka npotokona LACP gnst aBTomatmyeckoro obbeguHeHns
OTAENbHbIX CBSI3eN B eAnHbIN kaHan. ObbeamHeHne oo 16 nopTos-

KaHauaaToB

LAG Balancing

HacTtporika 6anaHca 3arpy3ky NponyckHOM cnocobHOCTH

arperMpoBaHHOro kaHana Ha ocHose MAC, IP unn nopta HasHayeHus

IP apgpecauus

Static and DHCP/BootP

Cratnyeckoe Ha3HadyeHne KommyTaTopy IP-agpeca u ero nonyyexHve
no npotokonam DHCP/BootP. OgHoBpemMeHHO nogaepXmuBaeTca 4o

32 |P-agpecoB Ha kKoMmyTarTop

DNS Client Mopnepxka oo 8 DNS-cepBepoB, Ao 64 cTaTUY4ECKUX HA3HAYEHWI
JOMEHHbIX UMeH
Moppepxka IPv6
IPv6 Host Paborta B pexxume xocTta IPv6. MpunoxeHus IPv6: ICMPV6, Telnet,
RADIUS, MACL, SNTP, Syslog, DNS
Dual Stack Peanusauus aBonHoro creka npotokonos |IPv4 u IPv6

ISATAP Tunneling

TyHHenupoBaHue - nHkancynaumsa naketa IPv6 B naket IPv4

IPv4 Routing

Static Routes and ARP Entries

Mononepxka oo 1K cratudeckux IPv4-maplupyTtos n 1024 3anucen
ARP

Proxy ARP

Mopnepxka otBeta Ha ARP-3anpockl ¢ IP-agpeca, He BxogsLlero B

CeTb
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Routing and Bridging modes

MepeknioyeHre Mexay pexnmMamu paboTbl B pexume

mapLwpyTtusaumm (L3 forwarding) n kommytauum (L2 forwarding)

RIP Mopoepxka npotokona RIPv1, v2

OSPF v2, v3 Mopnepxka npotokona OSPF* v2, v3

PIM Mopaepxka npotokona PIM-SM* v2 for IPv4/IPv6

VRRP Mopoepxka npotokona VRRP* v2, v3 for IPv4

ECMP Mopnepxka npotokona ECMP*

Relay-Server

UDP Relay MepeHanpasneHne wnpokosewaTtensHoro UDP-Tpaduka Ha
ykasaHHbI IP-agpec, nogaepxumBaetca oo 128 sanucen
nepeagpecauum

IP Helper lMepeHanpasneHune wupokoselatensHoro UDP-Tpacduka Ha Bce

DPyH

IP-uHTEepdencel

Kuun obecnevyeHuss 6eaonacHoOCTH

MAC-based Port Security (Locked
Port)

MpenoctaBneHne gocTyna K NOpTy KOMMyTaTopa TONbKO Anst
yctponcte, MAC-agpeca KOTopbIX 3aKpenseHbl 3a 3TUM NopToM, A0

256 agpecos

L2—-L3-L4 ACL (Access Control List)

KoHTponb gocTyna Ha ocHoBe npasun unsrpauum Tpaduka.
Mopaepxka go 2048 cnuckos ACL Ha OCHOBE 3aroroBKOB NaKeTOB

ypoBHen 2, 3 n 4

IPv6 ACL

Mopoepxka npasun punerpauum ang naketos IPv6

Flow Monitoring (sFlow)

MoHuTOpUHT Tpaduka Yepes BoibpaHHble MHTepdelickl co cbopom

CTaTUCTUKN N aHalnnn3om

RADIUS Remote Authorization and
Authentication

Knnent RADIUS. MNMogaepxka npoTokona yaaneHHom aBTopmsaumu,

ayTeHTuumkaumm n yyeta. lNogaepxnsaerca ao 8 RADIUS-cepsepoB

RADIUS Accounting

Peructpaumsa ceccui no ynpaerneHuo/HacTponKe kKOMMyTaTopa, A0

128 ceccun Ha oTaenbHbI KOMMYTaTOP

TACACS+

Mopaepxka npoTtokona npoeepky nogniMHHocTn TACACS+.
MoppepxmBaetcsa oo 8 TACACS-cepsepoB

DHCP Snooping

dunsrpauyus DHCP coobleHuni, NOCTYNUBLUUX C HEHAOEXHbIX

nopToB

ARP Inspection

3awmTta oT atak ¢ ucnonb3oBaHmeM npotokorna ARP Ha ocHoBe

nposepkn IP-agpeca
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SSL LLndpoBaHne yganeHHoro goctyna k Web-uHtepdency no HTTPS.
Mopaepxka SSL v2, v3
SSH CepBep SSH ans yganeHHoro goctyna K KOHCOMM ynpaseneHus, o 4

ogHOBpeMeHHbIX ceccuit. Mogaepxka SSH v1, v2

KauecTBO ob6cnyxunBaHusa (Quality of Service)

QoS Basic mode (802.1p)

Mopoepxka npuopuTesaumm oo 8 odepeden Ha Kaxkabli nopT, 4o 8

YPOBHEW MPUOPUTETOB

QoS Advanced Mode

CospgaHue npaBwn npuopuTesaumm (punsTpaumm) Ha ocHoBe

KJ'IaCCVI(*)VI Kaunn noTokoB

Output Scheduling scheme

Bbigenexue oqepe/J,eVl C SKCKITHO3MBHbIM NPUOPUTETOM

Egress Rate Limiting (Shaping)

OrpaHuyeHne cKkopocTy nepeaadn NakeTos 3agaHHOro Tuna npu

coxpaHeHumn napameTpoB QoS Ha nopTy

Ingress Rate Limiting

OrpaHun4eHne CKopoCTH BXOASLEro Tpaduka Ha NopTy Ha OCHOBE

NONMUTUK

Packet Storm Control

KOHTpOJ'Ib CKOPOCTK nepenayun wmnpokoBellaTesibHbIX U

MHOroaapecHbIX NakeToB Ha BXoae nopta

SDN

OpenFlow

Monaepxka npotokona OpenFlow v1.0*, v1.3**

®dyHkuumn Data Centre Bridging

PFC 802.1Qbb

Mopoaepxka dyHKUMK 1-ypoBeHb npuopuTeTa Priority Flow control

QCN 802.1Qau

Mopoepxka dyHkunn Quantized Congestion Notification

ETS 802.1Qaz

Mononepxka dyHkuun Enhanced Transmission Selection

FCoE ACL and FIP Snooping

Mononepxka dyHkunn FCoE ACL and FIP Snooping no MAC-aapecy

CEP 802.1az

Moppepxka dyHkuun DCB Capability Exchange Protocol

Cut-Through

Mooaepxka mexaHu3ama “ckBo3Hon” kommyTauum Cut-through

* — onymoHanbHO

** - HaxoauTcsa B pa3paboTke, peanu3oBaHa YacTUYHO



